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ABSTRACT
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related research organizations like The Johns Hopkins University Applied Physics Laboratory (JHU/
APL).

This report is an occasional paper of the Joint Warfare Analysis Department (JWAD) of JHU/
APL. The ideas in this report are intended to stimulate, perhaps provoke, serious thinking about the
future. Not everyone will agree with its ideas. Therefore, it should be noted that this report reflects
the views of its authors and does not necessarily imply concurrence with those views by JHU/APL
or by any other organization or agency, whether public or private.
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INTRODUCTION war, is just a small part of the change rippling
rough all society: the truly big change that the

The emergence of effective communication h . . :
fosphere potentially brings to our very reality.

networks has changed how people connect, ho )

business is done, and how military forces 0 the story_of the N_avy anc_l the Infospherg IS

operate. Everyone seems to understand thigeally three interlocking storle_s. T_hese_storles
hould be told together, beginning with the

global networks are changing every aspect at ! :
life. But do we understand how these network? iggest first, because the story of how society

themselves are changing? The Johns Hopkirﬁy"’mgeS has such potentl_al impacabaspects .
University Applied Physics Laboratory (JHU/ of the Defense community. Only then does it
APL) has been exploring the transformation O]make sense to tell the story of hPW the Defense
a global network ecology from what was seeP{VOrIOI m_|ght change, and then, finally, how the
as a communications medium to a truly socia'l\lavy rr_nght chang_e. . .
environment, with emphasis upon the potential It might seem simpler, perhaps, to jump right

impact of this transformation on researchto the Navy story, but the Navy story makes no

organizations and military operations. ThisSense out of context; it looks like a fable or tall

social environment is a new human place wher@le’ and ?ts real significar_lce might _inadve_rte_ntly
people meet, interact, and do business. The pa&%1 un_notlced._ Not catching It all rls_ks missing
of development—or the rate of “track-laying,” "V at is really important. So bear with us.

to use a benchmark image from the Industrial

Revolution—suggests the emergence of a matu/HAT IS THE INFOSPHERE?

Infosphere Ecosystem within 20 years. For  The |nfosphere is a shorthand for the fusion
military forces, this not only enhances traditionalyf )| the world’s communications networks,
military operations but becomes, potentially, &jatabases, and sources of information into a vast,
new arena of operations, even of battlehe jniertwined, and heterogeneous tapestry of
significant element of this hypothesis is theg|ectronic interchangeThe global fusion of
potential for this new place in cyberspace to grovhetworks changes the character of each
into the focal center of human activity and globalndividual network. Networks will no longer
business and, by extension, into the decisivggrye simply as the medium through which
theater of future military operations. We caIIthispeop|e in different places can communicate,
place the Infosphere. enhancing theiin situ activities. The global
This report explores how the Infospherefysjon of networks creates a network ecology—
might evolve, how its development might affect“tera"y, a place in which people can gather and
military operations, how the Navy in particular 4o pysiness. People will be able to conduct their

might be affected, and, finally, how Defense-activities increasingly in the global network
related research and development institutions likgcology—the Infosphere.

JHU/APL could be affected. Appendix B looks
at some of JHU/APL's Infosphere activities.
This report makes no apologies for its
breadth and sweep. It is impossible to talk about
the big change the Infosphere brings to the Navy
without talking about the big change the
Infosphere brings to the whole Defense world.
But big change, even in military societies and

The Infosphere is a shorthand for the
fusion of all the world’s communications
networks, databases, and sources of
information into a vast, intertwined, and
heterogeneous tapestry of electronic
interchange.




The Infosphere has the potential to gathecorporate plaza the new meeting ground of each
people and knowledge together in one placecorporate community will migrate from office
This is what makes the Infosphere sqlaces to intranet/extranet places. People will
compelling. The place itself is not “real,” find they do business more effectively in the
meaning that it is not part of our normal, physicaintranet and that they feel closer to their firms,
world. Operating in the Infosphere istheir office-mates now in the ether. The first real
disconcerting today, but people accept its aliemommunities begin here.
environment because it offers tremendous A replacement for the industrial-era ethos
advantages. It gives people the ability to meewill be ratified through social relationships in
anywhere, anytime. It gives people access tmfosphere enterprise. This leading edge effect
information from everywhere, all the time. And in cultural adaptation is not new. It was, in fact,
people can meet in groups, talk, trade, and decidetegral to how American society adapted to the
things, just like they dm situ. The difference is industrial big change. What happened then, and
that they are not site-bound. what should happen now, is that micro-

Business transactions and financial exchangeehaviors, values, and norms established and
are already migrating to the Infosphere. It igatified in business enterprise will be melded into
poised to become the new global marketplace template for the value system of an Infosphere-
People well-equipped to enter the Infosphereentered society. Business is the conveyor, not
today are finding that they can do business thetde creator—our core cultural values are
while dramatically reducing onsite overheadembedded in our societies of enterprise—and it
happily pruning business travel, andis a powerfully effective conveyor of values in
exponentially expanding customer geographythe American ethos. In the American experience,
Economic advantage is driving the evolution othe establishment of norms by business is the
the Infospheré. Capital expansion and path most accepted by Americans. The way to
competitive awareness means that, in the neéggitimacy for new social patterns in American
future, most enterprises in the developed worldife will be found in Infosphere enterpri8e.
will be doing business in the Infosphere. Asthe The human migration to the Infosphere
Infosphere becomes essential to enterprise, fiepresents an historical shift in several senses
will become essential to most people as wellof significance. It is a true movement of human
But people will not make the Infosphere a parsociety to a new place, much like the colonizing
of their lives simply because it is business. 1bf the New World, while still connected to the
must also be ratified in the life of society. old. It is thus a migration from, but in addition

Creating societies through businesdo, thein situand material patterns of all human
enterprise is the decisive factor in therelationships to something very different and
Infosphere’s current development. Enterprisesnore complex. This means a migration from
are taking their WANs and LANs and movinglong familiar patterns of culture. Human culture
them into the ecology of the Internet. Call thishas always adapted to fit new environments. The
the transcendence of the network, pulling thehange is often as difficult as it is exhilarating,
“office” into the Infosphere. New “intranet” because it involves discarding many cherished
cultures are evolving. Compartmentalizedand familiar ways of life. But it is also ultimately
corporate societies are dynamically reconnectingomforting, because the high stakes we see in
with themselves and, in turn, with the wide worldmaking the change work motivate us to find
through the relational technology metaphorsvays to preserve what is really important to us.
constantly being created for the World Wide  Peoples’ migration to an alien environment
Web. This means that from coffee mess toequires a shift in social patterns and spirit. The
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Infosphere seems to be about technology; peoplaiilding a new place—the Infosphere—is
are still taught that the Infosphere is aconsistent with the patterns and process of
communications network. Then they discoverperiodic historical shifts in human life.
on entering, that it is really a place—a place for
them. Like any human place, architecture does
not make a place, people do. The migration olfNFOSPHERE AS BIG CHANGE
people to the Infosphere depends in part on Pursuing this human migration, and the
people seeing it as important to their life andhings that make it move, inevitably brings us
work. But their willing migration also depends to thinking about earlier great migrations. The
on people seeing it as a human place that smergence of the Infosphere suggests an
comfortable, familiar, and social. When peoplehistorical shift, a fundamental change in human
collectively reach this crest of recognition, theirlife on the scale of the Industrial Revolution.
migration will quickly bring all of us to a cultural This change is so encompassing that it sweeps
watershed. That is when the Infosphere willup all subcultures in society, including military
become suddenly central to the life of society.societies, as well as affects how those
The Infosphere changes us through a strangibcultures do business. This overwhelming
blending of technology and culture—strange, buprocess needs to be explicitly described, because
not alien. We think of technology as somethingnilitary societies today tend to see their path to
apart from us, as creating discrete artifacts thahe future as somewhat separate, even
we put to use. But the Infosphere is not discretesompartmentalized, from changes in the larger
it is potentially all-encompassing. Technology’ssociety and spirit of the age. The exact opposite
network ecology brings fundamental change toules in times of big change. Military societies
us. But we do the changing; we will decide whatnd war itself get swept up in the totality of the
we want to be in the Infosphere. And thebig change.
Infosphere is perhaps the most plastic, the most The Industrial Revolution of the 19th century
moldable yet of all human places. Advances iris a good reference point for showing how big
processing, networking, and delivering will change moves through society and, eventually,
allow us to extend and enrich the world of themilitary society. We remember that
Infosphere easily, without mortar and brick andransformation in life as the arrival of new
building permits. And it is important to note thatartifacts, what we today like to call “technology.”
the Infosphere exists today, however primitiveBut these artifacts were simply a tool set that
it feels to some. It exists because the mesh @ime to us all at once. The revolution was in
network technologies, processing, operating, ankdow people put these new tools to work. Rails
data systems has expanded and matured to tAed steam were used to transform society. And
point of beginning to create a place we can entetransformation came, not from a single-minded
“Place” is essential to understanding theplan but from the creation of a new social
change. Big changes in human life—theenvironment. Technology’s tools created a new
emergence of cities and the Industriahuman place, and when people migrated to this
Revolution—are expressed through a new wehew place, they changed not only how they lived
of social relationships and social meaning thabut also how they saw themselves and how they
themselves are expressed and understood withialated to others.
the metaphor of a new human place. The new The creation of a new human social
tools build the new place, but what reallyenvironment was the essential, central feature
changes is human sociétgo the hypothesis that of the Industrial Revolution. The driving
our new tools, information technology, aretechnology element of that transformation was

3



the railroad. The railroad was more than a simple The national mobilization frenzy that swept
transportation or communications system; it the European powers at the beginning of this
quickly became a living network of people. century soon entranced American military
Railroads made possible a new human thought® But this idea of mobilizing had
organization built around industrial cities—the little in common with the Levee en Masse
hubs—served and sustained by the rail network. of the Napoleonic Era or the American native

One dominant social element, set first by tradition of the Militia as nation-in-arms.
early 19th century British society, was a cultural  Rather, it spoke to the industrial vision of
eagerness to take advantage of the economic society organized around mass
opportunities of this network. Equally critical constituencies that could be orchestrated by
to the interaction of technology and society in  command authority from above.

creating a new human place was the willingness Today’s big change may look very different

.Of ordl_nar_y_ people to migrate to the N€Wtom the transformations of the industrial era,
industrial cities and endure the hardships ther(?jut two aspects of it may come to look very

because of the expectations that it would lead t%miliar'

a better life. Technological possibility and '

human aspiration worked in concert. * People are migrating to new places because
The fact of big change, combined with of the interaction of technology and society.

people’s receptivity to it, ultimately created a* Military societies are already sharing and

pattern for change in civilian society. This pattern ~ reflecting the ways that a larger society is

of social adaptation, which included changes in  adapting to the change.

society’s major public and private institutions,

also came to include two of its most celebratedHE PATH OF EVOLUTION

public organizations: the army and the navy. The next change to consider is the actual way

Whether we look at what happened in Britain, o get from here to there: the path of evolution.
or Franc_e or Ggrmany or th_e_ Us.or J_apan_, thlﬁilitary societies should recognize that where
pattern is _unmlstakable; m|I_|tary r_elatlonghlpsthey will end up will to a large extent be
and organl_zatlon_al_patterns in the m_dustrlf_;ll ©3etermined by where American (even world)
came to mirror S|m|If_;1r new patterns in bus'nes§ociety ends up. Part of our problem today in
and in public institutions. confronting this path is a vision of the future
e Command structures and militaryleashed to today’s agent of change. But today’s
management were modeled on the newhange agent is merely the dominant force
business corporations. The Army and Navyduring this particular phase of a larger historical
reforms of the Progressive Era consciouslyrocess of change. The path of evolution is really
borrowed from the management style andh series of steps, marked by distinct time periods,
business practice of America’s dominantwhen a characteristic change agent dominates
industrial corporations. the scene. Today’s change agent is of course the
« Military social organization quickly moved Internet, and so we see change made by the
away from its traditional, familial pattern of Internet, and where the Internet is taking us, as
identity and relationship—the way of life the change itself. But it is only the change agent
immortalized by John Ford movies as thefor this phase of the Infosphere evolution.
U.S. Cavalry post on the Western frontier—  Instead of the Internet as the instrument of
to an operational structure that more closelpur transformation (the counterpart of the
resembled that of the modern factory. railroad back then), the Internet, which to most



means the World Wide Web, is only the firstof online “lifestyle communities” among

Infosphere iteration, an embryo. Its mainmembers who were already participating

historical role will be seen as having created thprofessionally in the Internét.E-mail became

network foundation for the Infosphere. This isan explosive phenomenon, and billions of
an important distinction to make because thenessages are now sent over the'het.

Internet is merely an enhancement to our lives, But also like the stagecoach net, the Internet

a supplement. It cannot serve as the agency o showing the way to business—the equivalent

social transformation because its technologpf the “big cargoes” that the railroad net would

base is too limited, but it leads the way to thesoon haul as routine. An important insight should
transformation. be that the Internet will evolve into the

There is a useful historical precedent thatnfosphere as it becomes a primary place of
illustrates what the Internet means to big changé&usiness.

Before the railroad ever appeared, Britain We are witnessing the rapid emergence of

already possessed a unique stagecoach/turnpigerious business activity on the Internet. Itis this

network that tied the country together. Hundredsactivity, the creation of enterprise environments,
of stagecoaches left London daily, and all partghat will drive the evolution of the Infosphere
of Britain could be reached in timelines reckonednd make it the next human place.

in hours?

This made late-18th century patterns of lifesages of Infosphere Evolution.

better—Dbetter than any other place in the worlgpase 1: Business Drives Growth

—but did not fundamentally change those _ o

patterns. The stages moved people and post but I_3usmess ent(_erprlse is the force currently

not big cargoes. It created a national networl_g”‘”ng the evolution of _the Infosphere. Before

but it was limited. But it did do three things: It Was the Infosphere, it was the Internet, and
its original driving force was military-strategic.

* It successfully tested and validated a newhe earliest progenitor of the Infosphere was
network concept—rapid, reliable, scheduledhe ARPANET, created by the Defense
national travel. Department’s Advanced Research Projects

* Its success helped create a new market fqilgency. The Internet quickly grew beyond its
this network; people now wanted to travelgriginal academic-military membership but
(it had been arduous and dangerous beforgamained an elitist network exclusively until the
and could base much of their business 0gyeation of the World Wide Web. The Web phase
written correspondence. of the Infosphere’s evolution was short but

* This desire created a real surge in demangecisive. The Web itself had little quantifiable
which, in turn, pushed technology economic value, but it was wildly addicting.
developments that make the next network—pemand for Web use drove Internet expansion
the railroad—possible. from single backbone to a global network

And the railroad then proceeded to chang&€cology. This laid the foundation for the
everything The Internet today is doing the samelnfosphere.
three things Like the late 18th century British ~ The Infosphere, as we are using that concept,
stagecoach network, the Internet started primarilegan when a significant amount of business
as a people-to-people connection. It began asedterprise began migrating there to do business.
single, government-sponsored “backbone” forThe year was 1997. The process, gathering
communication between the professional elite—momentum month by month, can be summarized

the ARPANET. It evolved into an extendsdt With almost elegant simplicity:



Network — Intranet — Extranet « What is forming can be seen as a network
ecology. As enterprises network with each
The process began with the development of other, the demand for business-to-business
client-server networks designed to wire and people-to-business transaction capacity
individual office environments, usualiy situ. will grow. But this is fundamentally different
Over time, wider area networks emerged, but from the earlier railroad network because the
these were still closed networks, tying together Infosphere’s architecture fosters
an enterprise in pristine isolation. inhabitation, where the Infosphere becomes
Along came the World Wide Web, which in itself a human or social ecosystem. It is at
immediately offered a new venue for enterprise that historical moment that it ceases to be
to advertise to the world. Companies rushed to simply a network for communication and
present themselves on the Web, establishing exchange, but becomes a place of business
thousands upon thousands of corporate web and human gathering in its own right.
sites. Then they discovered that the Web was a The Infosphere’s societal evolutiwsll tend
good way to network themselves; utilizing theto develop patterns of behavior that grow out of
Web allowed a distributed office environmentbusiness relationships on the net. Business itself
with unlimited interconnections within an will begin to depart from relational frameworks
enterprise or institution. So corporate network®riginally established foin situ enterprise
began to migrate to the Internet. environments and will reshape, perhaps even
Then, suddenly, people saw how companiegecast, social relationships on the basis of
on the net could reach out and do businedsusiness conducted in a nongeographic,
outside their intranet environment, by openinghonphysical, and yet universally accessible
the intranet up and making it an extranet. Thenvironment.
development of extranets means that these Business will drive the Infosphere’s social
emerging corporate “worlds” can now connectvolution because it is the serious engine of the
with each other and with individual clients andnew economy being created there. The prevailing
customers. patterns of social interaction and relationships
This model of Infosphere evolution has threewill be tied to business development and use of
aspects that make it different from the railroadthe Infosphere. This is not to say that there are
building era. The Infosphere’s enterprise-drivemot other, equally important, venues for social
development means a very open, less regulateahd interpersonal development of the Infosphere.
and highly complex Infosphere mesh, whichThese include perhaps the most famous early
makes it potentially more robust and sustainablexperiments in social exchange in cyberspace—
« ltis in essence being built from the bottomthe online community. And this is not to say that
up. The Infosphere is building itself up from there will not be other drivers eventually of equal

business, from what works and is sustaine@' greater force.
by the market. The emergence of powerful Internet

« Its growth is organic. Overall developmentgateways, or portals, as they are known in the
is unplanned and takes on a kind ofousiness, suggests that the real affinity in online
microeconomic aspect, dependent on ommunity may be in shopping. eBay IS a
multitude of individual decisions, each tantalizing example of an Internet community
reﬂecting what an enterprise can dobUllt around barter. The sense of belonging, of
effectively in the Infosphere. So the meémbership, flows from affinity through
Infosphere’s growth will naturally tend to €COnomic transaction: people are buying and
equal its actual business effectiveness.  trading goods from people like them. Consumer



affinity can be enhanced by entertainment Enterprise work relationships, management,
affinity (where people have fun with people like  and business effectiveness will all be closely
them) and news affinity (where people get news watched as a potential foundation for how
from and chat with people like them). The portal  society as a whole might change its ways to
companies right now are driving the Internet in  work successfully in the Infosphere.
this direction just as fast as they can, perhaps New relational patterns will be vested with
rightly sensing a gigantic marketplace. Hence, society-wide authority by their success in the
not so surprisingly, the heady wave in the world of enterprise. This means that social
NASDAQ. norms that work in business will tend to
A special piece to the social evolution ofthe become norms widely accepted and
new marketplace is the wild popularity of  validated throughout society.
gaming networks, where groups of player@ What defines success will be thinking and
explore worlds of fantasy and fight monsters— behaviors that use the new, Infosphere
or each other!l—across this widest area network economy to fullest advantage to find jobs
of all. The millions of young people hooked on  faster, to do jobs more effectively, and then
online gaming are building social inhabitation =~ move on, building the enterprise all the way.
in the Infosphere. They are the future inhabitants
of this marketplace, and they already live tHére.
Betting on this future explains some of the wild
rocketing of Internet stocks.

And this means, in anthropological/
sociological terms, building a replacement for
the industrial-era ethos through the demonstrable
effectiveness of social relationships in enterprise.
This leading edge effect in cultural adaptation
The millions of young people hooked on s not new. It was, in fact, integral to how
online gaming are building social  American society adapted to the industrial big
inhabitation in the Infosphere. change. What happened then—and what should
happen now—is that micro-behaviors, values,
It should be of supreme interest that thisand norms established and ratified in business
frenzy of development is fueled by business, thainterprise will aggregate and become in time the

peoples’ sense of social affinity even seeks oWxplicit basis for the value system of the larger
a business-market place. This is why businesgpciety.

enterprise has been such a driver in the American Here is a suggestion as to what three of the

ethos, because business is at the heart of hgyw watchwords that sum up Infosphere social

and why Americans congregate, what they d@orms, values, and behaviors might be:
when they get together, and how they think of

themselves. This truth assumes even greatér
importance because the U.S., after all, is the prime
creator and driver of the developing Infosphere.
As other cultures engage more extensively in the
network world of the Infosphere, other existential
cultural factors, like religion, still the driver of What sociologists would call an emerging
many societies, will contend for space and thénfosphere ethos will develop its sense of cultural
right to define the new place. identity in a new place, adding to its own sense
American business, however, will create theof authenticity and “specialness.” The
social norms and behavioral templates for thénfosphere’s ability to successfully foster a new
first Infosphere era. This is how they might playbusiness culture is critically dependent on the
out: establishment of a sense of shared participation

team—flexibility, openness, less hierarchy

task—organizational fluidity, responsiveness,
cross-enterprise

trust—work relationships based on shared
value cod&



and belonging in a new setting, environment, owide-open and informal world of early
place. cyberspace will be replaced by a new web of
We must underscore again the intrinsicallyhuman arrangements we call civilization: the
American nature of initial Infosphere cultural civic structures of the new place. Butin a human
evolution. The Infosphere is absolutely globalecology without geography, what kind of civic
and, eventually, American cultural dominanceand governing arrangements will we make for
may recede. We cannot know whether U.S.eurselves? We describe three notional paths that
established cultural norms will be enshrined asffort to organize might take. They are not meant
global cultural norms or simply come to to illustrate actual future histories but, rather, to
represent one of several contending Infospherghow possible contending dynamics in the
ideologies. This outcome, of course, suggestsvolution of a future world system.
that the Infosphere, as a human place, brings

with it all the baggage of all human places, . . .
First Notional Path: International

especially the clash of cultures—Us vs. Them— ) _ _ L
that has been at the heart of all human conflidf@gmentation and ideological division

through history. slow Infosphere development

The Infosphere’s ability to evoke a sense of  This variant, which could be called/ixed-
place is dependent on major, net-globabDut World Wide Weldlescribes what happens to
bandwidth expansion. But once itis establishecan Infosphere beset by severe, and
the Infosphere’s sense of place becomes anterconnected, problems. We identify three
enabler of social migration: the new environmenproblems:
supports a new venue of human activity and,

inevitably, a new ethos. Restraint by government on free and open

transaction in the Infosphere’s general,
public space through taxation, speech

The Infosphere’s ability to evoke a sense restrictions, encryption controls, and,
of place is dependent on major, net- possibly, capital flow management as well
global bandwidth expansion. * Flattening public demand for Infosphere

services in reaction to “below threshold”
confidence in secure transaction, insufficient

Stages of Infosphere Evolution. privacy safeguards, atelecommunications’
Phase 2: Governance Shapes the enterprise and FCC mishandling of
Infosphere broadband expansion

International disagreement over issues of
access, legal remedy, tariffs, privacy,
security, content, and technical standards for
the global Infospheté

New human places do not organize simply;
a new environment and new situational factors
are mixed with governing elements carried
forward from the old place. There is no such
thing as a clean sheet in human culture. As the This emerging Infosphere raises a new world
Infosphere matures and becomes more importasystem but it is fragmented and divided, the
in our lives, it will become more and morelinfosphere itself a set of separate places,
important to traditional governing authoritiesincluding inaccessible or controlled national
also. Traditional governing institutions will seekintranets. Infosphere space realigns essentially
to extend themselves into the Infosphere, andiato two camps: the smaller, led by the U.S., is
new world system, somehow, will root there. Themore open, believing in free people and free



trade in cyberspace; the larger, including manysecond Notional Path: A highly
old allies, still believes in terrestrial regulationregulated, U.S./G-7 managed Infosphere
of what people say and do there. , , ,

A Maxed-Out World Wide Web is instantly ~_ This variant, which we call the Global
recognizable from today’s vantage. But it is nof"formation Infrastructure (GII); describes
the near-term future. It describes an environmerf¥nat might be created by the very steady hand
where many of today’s most breathtakingOf a world consortium: an international
possibilities have been cut off or closed ddfvn. Organization emerging from the GlI. This
It attempts to show, by highlighting the majorenvwonment both benefits from, and is limited
problems that the Infosphere faces, what coulBY: government regulation. The regulatory

happen if all of those problems hit with full force "€9ime itself is something of a triumph for
over the next few years. traditional nation states and the old, Cold War

For these problems to hit with such force,ideal of an enlightened internatiorjal system. The

Gll Infosphere could be described as a G-7

_ _ consortium. It is led by the U.S., but its

* A major rift between the U.S. and the oq 5101y spiritis more European and Japanese.
European Union, perhaps surrounding Y2Ky achieves, not surprisingly, the most stable and
or the conversion to the Euro, or & majof,gngistent system development. But stability

break with the U.S. over basic taxation an¢,ymes at the expense of creativity and liberty.

encryption regimes. Initiatives not officially approved are forbidden.
* An about-face by the U.S. Government onrpe y 5. (unquestioned leader of the world

taxes and regulation of the Intemet. This,ongortium) is also the world’s unquestioned,
could mean, for example, that FBI moVes tay 45t olympian policeman. And its authority
co_unter_ potential terrorism and Organ'z_edoeat—now that the global economy and its
crime via the network lead to a perceptiornynqyjedge gather there— is not just cyberspace,
of pervasive surveillance of American p, ; everywhere. But challenges to U.S. authority
citizens, effectively chilling Net gathering. 5 the established system come not from the
Or this could mean a decision to create af,argins, but from the center, and the challenge
Internet tax regime that would be equallyig ot foreign, but domestic.
effective in chilling Net commerce. The Gllis instantly recognizable to any Cold
* A mishandling of how bandwidth and \y;rior: indeed, it is the Free World alliance
services are delivered to the consumer, Whelg, o ited into the Infosphere. But what is its
regulatory barriers stifle competition andgyength is also its weakness. The Free World
price broadband out of the reach of MoSLjiance against the Soviet Empire and its allies
Americans. drew its authority from the threat the Soviets
This is the most constrained Infosphereposed to our collective survival itself. Western
future that we discuss; in fact, one could arguelectorates allowed their regimes heightened
whether it is really a global Infosphere at all. Instate control during the time of danger.
many ways, it has remained only an Internet: iContinuing exercise of this same kind of
allows people to do research, talk to each otheregulatory control would make for a smoothly
and have fun, much like today, but the systensoordinated regime in the Infosphere. However,
has stopped short of becoming a globain the absence of a legitimizing external threat,
marketplace. Nor does it offer anything likeit could soon lack authority among its own
“universal access.” people.

several things would need to happen soon:



Electorates afraid of the unraveling of the  Majority support of a regulated environment
welfare state might accept controls on Infosphera cyberspace is ultimately less important than
liberty if the comforts of the welfare state werethe support of those who make it run: the
also protected in the Infosphéfeln Europe Infosphere’s builders and users. To the extent
especially, but not just in Europe, state authorityhat they actively resist the GlIl regime, the
to regulate the Infosphere would be sustainetegime begins to delegitimate itself. Creating
by fearful electoral majorities. what amounts to a Singapore in cyberspace,

But only majorities. Dynamic groups driving especially in America, might produce a political
Infosphere development are angered by the Glhacklash that could embed rebel factions within
Many who committed themselves to a new worldhe group of nation states running the GllI (the
that would shake off the controls of industrialG-7). This possibility suggests that this
life begin to find themselves back in an old worldinfosphere, even though it appears orderly and
that has merely migrated to a digital landscapesecure on the surface, would intrinsically be at
These builders of the new are not afraid of thevar with itself. Thus, real safety and security
fall of the welfare state; many of them wouldwould be under persistent low-level attack, with
welcome it. And if many of them fought the added irony that terrorism in this situation
earnestly in the technology trenches of the Coldvould equate to political rebellion by its own
War, they see no reason why Cold War authoritgitizens.
should continue to be exercised over Americans.

Specifically, they resist the intrusive state__ . .
surveillance that the regime believes is requireJh'rd NO“.Onal Path: An uncontrolied,
to police the net. They resist strongly what theyself-organ/zmg Infosphere ecology
see as a threat to basic liberty in the restraint of This variant, which we call Byte City,
speech and congregation and contract. And thegpresents a truly liberated, or at least
are ready to rebel at the prospect of the kind aincontrolled, cyberspace ecology, most likely
law enforcement and punishment codified in théf enterprise and entrepreneurs continue to
GlIl regulations. We might imagine thesedominate the Infosphere as they do today. In one
Infosphere rebels to be strongest right here isense, it plays out the arguments of those who
the U.S., where traditions of citizen started it all; it is revolution through extreme
independence, not to mention Infospherdibertarian altruism. All of their theories of how
expertise, are strongest. But such a rebelliothis new world will leave the industrial world’s
could soon spread to Europe and Japan. structures of control in the dust, creating a better

The problem with the Gll is that for it to place, can be put to the test. In another sense,
work, it must effectively assert a globalthis variant offers a chance to explore what a
regulatory regime—what many might find a kindcomplex, unregulated human system might
of digital tyranny. Hallowed law enforcementcome to look like. So the phrase, “complex
traditions tuned to a physical universe quicklysystems” is meant here to be suggestive,
break down in a nonmaterial place where anyon®llowing current schools of thought, of how an
can meet anyone, anytime. Patrolling cybeinitially chaotic human system might come
streets, it becomes clear, can only be effective dventually to self-organize, to order itself. But
it is much more intrusive and if police powersit is also assumed here that the creative force in
are greatly expanded. But exercise of thesthis elusive process keeps coming out of the U.S.
powers would alienate the most dynamic and his implies the most challenging [cyber-]terrain
creative people in the new Infosphere. for American—national, or tribal?—military
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operations. As the creator not only of then living; the real Byte City might look more
Infosphere but also of its highly open regime, thdike old myths from the American West—Iike
U.S. must attempt to keep its own desired, buftombstone or “Boom Town.”
fragile, openness workable in an environment that
seems to run on its chaos and conflict. Perspective

Byte City (they would proclaim in virtuous _ _
contrast) shows us how humanity, guided and 1€ Byte City environment thus offers a
encouraged by a truly transparent marketplac&ance to explore what a complex, unregulated

can liberate itself. The “oppressive” socialluman system might come to look like in
structures of the industrial world, as theCyPerspace. Problems in the Maxed-Out World

“digirati’ would put it, SO necessary to an Wide Web result from old authorities creating
economy of mass production, will not peobstacles in the Infosphere’s development.
overthrown: they will simply no longer be Problems in the Gll tend to emerge from state
needed. Ideas about Byte City’s social evolutiof€9IMes’ attempts to regulate human activity in

unwittingly, and metaphorically, mimic recent € Infosphere. Problems in Byte City come out
scientific thinking about human evolution of its inherent character—its chaos. Just as the

(especially the school called sociobiology). Th&ontrol interventions in the GlI are uItim_ateI_y
existential assumption of the digirati is that the!"Workable, so the chaos of Byte City is
transparent environment of Byte City, like somg!nsustainable. Itis worth exploring the Byte City
open market of the soul, will squeeze out glyariant also for what it might tell us about how
deceit and deception in human relations. Abl@" initially chaotic human system might come

to see everything, able to hide nothing, meangventually to self-organize and order itself.
that people will behave truthfully and These are not, however, like the H. G. Wells

responsibly at all times—or suffer thenovel, intended as “The Shape of Things to

(completely public) consequences. So true selffome.” These _three envwonments_are not meant
control replaces artificial control from above. (0 SUggest serious or complete glimpses of our

Apparent chaos, real order; more civility, actuafuture. What they try to capture are dynamic
democracy. human energy surges that will inevitably vie to

shape the character of an emerging Infosphere.
So don't think of these stories, global and
“future” as they are, as “outcomes.” They do not
represent sequential environments, nor do they
represent a spectrum of best, worst, and most
likely. Each “out there” does show how key
evolutionary factors can push and pull the
Infosphere in very different directions. We need
But this is Byte City as its loudly professedto understand just how different those directions
“founders” would have it. Byte City would also could be.
represent the most complex human ecosystem, The breathless building of the Infosphere is
combining as it would all human societies in reatiriven now by business. This is a phase that could
time and virtual space. If this global sociallast a decade and more. The formalization of the
ecology evolves in the absence of traditionalnfosphere, and the creation of a governable
social controls, it might well resemble a complexsystem, is the work of the next phase, which is
system whose former order has unraveled. Theredominantly civic and political in nature. The
idealized Byte City suggests a noble experimerthree alternative new world systems suggested

Ideas about Byte City’s social evolution
unwittingly, and metaphorically, mimic
recent scientific thinking about human
evolution.
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here also serve the purpose of reminding us thtIFOSPHERE VS. NETWORK CENTRIC
the next world system—in the Infosphere—will WARFARE

not necessarily hew to traditional models or even
the Ch?”Sh.ed open paradigms of the d'g'taﬂ)efense world recognizes the process of network
revolutionaries.

. migration, where people come to connect
We do know that a system is likely to emerge g peop

nd th ture Infosoh il h | @rimarily in a network environment. They
a € mature Infosphere Will have Tules aNfqjieve  therefore, that future war and military
governing contours like our terrestrial world

S operations will be conducted in the network
system. In other word_s, it wil be at some Ievc_el a‘ecology.” The question is, “Is there a difference
structured and formalized enV|roqment |n_\_/vh|c etween these ideas, which are being discussed
equally structured and formalized m'“tarywidely, and the ideas that we are presenting

aqtlv_lty can, and W|II,_t_ake pla_lc_e. But Ul about the Infosphere, and how are they
thinking about future military activity remains different?”

rooted very much in what exists today, like our The Defense world imagines that someday

thinking alzout the Internet. That |s”why peoplelt will be able to bring data and people together,
talk about “the future of the Internet ratherthanto see the entire battlefield and control all

the emergence of something very different, like

: ) .__operations from a shared network. This network
the Infosphere. People like to think of what eX|st§S called the Grid. The Advanced Battlefield

as growing and changing, but it is difficult tolnformation System (ABIS) represents an
imagine really new developments. So in this

. : : dvanced official view of the future Defense
sense military people think about the impact Ogrid. Here is its definition:
the Internet—and all networks—on war and

military operations in much the same way that An “Information Environment,” comprising
people think about the impact of the Interneton @ dynamic, adaptive set of mechanisms,
their way of life. Military thought now talks services, facilities, and value-added functions
about “network centric warfare,” as though this ~ that enable information and knowledge to be
is the future of war. But as we have suggested developed and exchanged among users and

with popular views about the Internet, itis only ~ Systems in support of their missions.
a step along the way. e Composed of federated systems and

elements that can be configured and
managed to suit the commander’s needs.
Can be projected globally to support multiple
operational areds.

The most advanced thinking in the U.S.

The mature Infosphere will have rules .
and governing contours like our

terrestrial world system. _ o o
What is needed in this definition is the core

truth itself: that the Defense Grid is itself an
Our assumption at root is that the impact ofntranet-extranet that lives as a part of the global
the Infosphere on military operations andinternet. One of the leading thinkers in the
Defense institutions is ultimately only a subsepefense world today about these matters, Vice
of the Infosphere’s larger impact on society. Thisadmiral Arthur Cebrowski, understands this. He
relationship holds true as well for almost allalso understands that corporate enterprise is
technology considerations, where the dominangioneering the use of an intranet-extranet
Infosphere flow is from civilian to military. paradigm to migrate their business to the
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Infosphere. He wants the Defense world to buildnay still operate on its own terms, but it will
its owninterlocking set of intranets to apprehendnot be able to operate without reference to the
and control the world of war the way that, saylarger Infosphere environment. In fact, the
WalMart controls the world of retailing or actual situation this future Defense Grid may
Deutsche Morgan Grenfell the world of securitiesnhabit (living within an encompassing global
trading. He talks explicitly about how there is anetwork ecology) may make the Grid as
“shift from viewing actors as independent tocurrently conceived impossible. In other words,
viewing them as part of a continuously adaptinghe path to the future described by “Network
ecosystem?® showing his understanding of Centric Warfare” is absolutely correct; it simply
migration (“shift”) and human, social place hasn’t yet gone far enough down the road.

(*ecosystem”). Using his vantage, we might
amplify the ABIS definition, suitably updating it: element of our definition:

An interwoven ecology of “information
environments” that are adaptive and
supportive enough to create a working social
context for people operating in them so that
people can do business in these environments

We must add an important codicil to the third

This environmental ecology is global and
interconnectedno element within the
Infosphere—not even military elements—
can be truly separated from it.

This point was made earlier about the

much as they do in traditional, physicalimpossibility of isolating the DIl from the NII

environments.

and GIl. Here are some reasons why it has

Systems and elements in this ecology cageneral and broad applicability:

be configured to bring together and suppor{
any group of people and any knowledge
enterprise.

This environmental ecology is global and
interconnected.

But something is still missing. At its best,

the Defense Grid, a network ecology of military
intranet-extranets (the extranet part to connect
with allies), remains simply military. Much of
the thinking about this in the Defense worlde
holds as an unexamined article of faith that it is
by definition aloof and pristine. It is a closed
system, the “Intersystem‘created for Defense
and the conduct of military operations, and thus
separate from other networks. Only a few have
begun to appreciate the impact of the larger
network ecology on the Defense Grid.

Therefore, for much of the thought about

network centric warfare, all military-operational
activity is constrained to be contained within the
Grid. However, the emerging Infosphere is
following a pattern of evolution that will absorb
the Defense Grid into its larger ecology. The Grid
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Client-Server Networks — Intranet —»
Extranet goes beyond the emerging idea of
the Intersystem (the military’s Infosphere),
and how it is used evolves with the larger
society. Business and societies’ migration to
the Infosphere creates a world in which the
military’s Infosphere is but a small piece, a
compartment somewhat protected from, but
completely fused to, the larger whole.
Civilian social changes will be mirrored
across the spectrum of military life and
institutions and subcultures. A new business
ethos means new, and broadly cast, social
relationships, a neweitgeistthat permeates
and infuses the ethos of military societies too.
Integration of a developed Defense intranet-
extranet (a mature “Intersystem”) into global
Infosphere society also changes the day-to-
day military environment; people are
everywhere in the Infosphere, and military
personnel live among this larger throng and
are intimately connected individually to their
larger place?



THE INFOSPHERE'S IMPACT ON There are, however, three basic problems

MILITARY OPERATIONS? with this expectation. First, there is too much to
o see: the complexity of the information mass itself
Operating in an Open Battlespace will make it impossible to encompass the whole

Remember, the Infosphere is a seemingl&’f the Infosphere, just as it is impossible to
infinite digital ecosystem full of people, and it is €hcompass the whole of human activity on earth.
an open system. Sure, people’s homes anthe difference between activity in the Infosphere
businesses are properly locked and the window&d on earth is important for understanding
may have iron grills, but the streets are full ofinfosphere military operations, because earthly
people. The Infosphere is like a city, not becaus@ilitary operations are geographically bounded
it looks like an earthly city but because peoplénd limited. Military operations in the
live and work there in the same ways they havifosphere, a place without geography, must take
lived and worked in all earthly cities since Nto account the entire digital ecosystem.
Jericho. And military forces are right there too.
No longer are soldiers stockaded in isolated Military operations in the Infosphere, a

posts; no longer are sailors truly at sea. The place without geography, must take into

Defense world may inhabit its own wildly  5-c0unt the entire digital ecosystem.
complex web of military intranets, but they will

all be tissue-stitched, inevitably, to the larger
digital ecosystem. Second, others will eventually reach our
This meanshere will be no one-way level of info-effectiveness, recreating the
extranet. What do we mean by this? Some haveffense-defense relationship that has
called for an “open Intersystem” while still characterized all human conflict environments.
defining “open” narrowly. There is a tendency  Finally, human presence in the Infosphere
to assume that the entire Intersystem woulds the ultimate complexity. People create an
remain pristine, a military intranet of such sizeoverlay of motivations, behaviors, and
and structure that it would resemble the largeknowledge that is too complex to assess.
Internet but at the same time be at arms’ length A corollary issue to operating in an totally
from it.22 But the intranet> extranet evolution open ecosystem will be an increasmefiance
is equivalent to the creation of a trueon commercial systems to support U.S. military,
marketplace/bourse in cyberspace—an infinitevhich may create real vulnerabilities. More and
public space. If the Defense world is to reachmore software for American companies is
out and seek true, global situational awarenesdgveloped abroad. What mischievous code could
it must establish itself in this place. As soon ape embedded there? The consequences of
it does this, it loses control of the terms of itdbooby-trapped software to U.S. military
interaction with people there. operations could be quite serious. Likewise, U.S.
And this also meanshere will be no military communications services could be
assured control—as in situational awareness— vulnerable to commercial preemption; that is to
no coup d’oeil.“"Although we believe that our say, network services owned by foreign or
absolute mastery and dominance of today'swultinational enterprises could decide, at a
battlefield will naturally evolve into comparable moment of crisis, to be unresponsive to military
information-situation control, the Intersystemneeds. Denial of military Infosphere connectivity
offers tools for acoup d’oeil the ability of could be compared to denial of air space by allies
commanders to see and grasp a complex tablehut is actually far more central to the core
of interacting forces conduct of military operations everywhere. The

14



centrality of the Infosphere to military life may “domestic.” American military forces will likely
require creation of a dedicated, if highlybe in a state of near-continuous operations
expensive, all-military network architectufe.  throughout this environment, and not simply in
The problem of the Infosphere is a doublediscrete, targeted, protected little “frontline”
edged sword, benefiting not simply the U.S. buhiches like Bosnia or Haiti or Somalia. The blur
its adversaries as well. A mature, developedf war and peace now extends beyond
Infosphere environment offers subnationalunconventional,” “peacekeeping,” “anti-
entities world-class C4%% This single terrorism”; it extends t@ constant tempo of
development would at one stroke change U.Sngoing Infosphere operationsor analogies,
operational planning and its execution.think of a police department in a great,
Suddenly, military operations would be plannednetropolitan city too chaotic to control—like
and would unfold as if in a fishbowl. All could Rio or Cairo; think of colonial administration
observe, in real time or near-real time, elements, say, the Congo Free State in 1900, with a
of military planning and, perhaps, much of itsfew officers to cover a million square miles; or
execution, creating obvious opportunities foractive, ongoing frontier operations, well below
political and military counterattacks to bethe threshold of war, but demanding and deadly

mounted. —say, the Northwest Frontier of British India.
Or just remember the Westerns you used to
Operating in an Open Human Place watch on TV as a kid and how so many took

Iplace in that “wide-open town,” not yet really
ivilized, not yet a fit place to raise a family.
hat just might sum up the Infosphere in its
ming, early days.

The open architecture of the digita
ecosystem also extends potentially to huma
social behavior there. People living and working
in an environment that prizes transparency and®
access will be everywhere in the way of military. . :
activity. Military operations in the infinite bourse The Symb|05|s of Physical and Cyber
or casbah of the global cyber city will resembIeOper‘rjltlons
military operations in Stalingrad in 1942, or  So far, it might make sense. But perhaps the
Algiers 1958, or Hue in 1968. People will behardest leap of faith required for thinking about
everywhere. We could call this the comingmilitary operations in an Infosphere-centered
problem ofInfosphere operations as MOCUT world is this: fighting simultaneously in both
(Military Operations in Cyber-Urbanized digital and material worlds. In fact, it is harder
Terrain)?’ This is because, in the digital even than that: human activity in the digital
ecosystem, military operations eventually,ecosystem will be symbiotically intertwined
inevitably, get enmeshed in attacking andwvith physical activity on earth. There are no
defending people—what they do, where theyflash of recognition” analogies to help us think
live, how they work—and the very structures ofthrough how this digital-physical weave will
life itself. actually work; it goes way beyond the telephone

And this raises another problem. Call it theor E-mail, way beyond sharing data across a
“Wide-Open Town” problem. The global cyber WAN or LAN. The overriding truth of the
city will bring all cultures and all governing symbiosis means that breaking it becomes
authorities together in the same place, just gserhaps one of future war’'s most cherished
surely as it will bring together all people, goals. And the mesh of digital and physical also
knowledge, and business. Imagine the potentimheans that war, and the intense tempo of
for constant conflict, all without boundary operations that we associate with 20th century
between anyone’s old sense of “foreign” andcombat, migrates along with us to the Infosphere.
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Evolution of a doctrine dfan initial period

required. The challenge then will be: What to

of Infosphere operations.”"War becomes a do with all those mid-level jobs?

high-stakes’ gambit for Infosphere control,

If the Infosphere encourages a new military

with high-intensity Infosphere operations asenvironment in which war-peace operations are
a concept that might achieve the initial goalblurred even more than they are today and in
Development of arfinfosphere defense which MOCUT operations are an inherent part
suppression campaign.”The strategic of the total operations’ environment, then severe
problem of an initial period of Infosphere consequences for personnel can be suggested
operations has its tactical corollary: How totoo, such as

disable enemy defenses? Defense
suppression in the Infosphere is not,
straightforward, it is not as smooth as a bolt

Different recruitment sources
Different military-professional profile
Different military lifestyle and social

from Olympus, or from today’s info-
warriors—stunning and singeing all before
itin aworld where the U.S. rules cyberspace. These could lead to a conundrum that

e An evolving target-set.First stage, today, military societies, and the entire Defense world,
we think of the Infosphere as advancing oumust eventually face:

ability to hit physical targets; second stage, | the military tries to stay big, then it will
the physical nodes of the Infosphere; third  pecome increasingly vulnerable to the very
stage, C4ISR of others in the Infosphere; \yorld it must operate within.

fourth stage, the softer elements that suppoit pges a military becoming small need to
CA4ISR, the civilian information network; create an ethos separate from the rest of

fifth stage, the public square that is the  ggciety ifit s to keep military effectiveness?
Infosphere itself.

organization

AND THE IMPACT ON THE NAVY?

: . There is no doubt that moving toward the
. Does the evolution of a new bu.smess etho fosphere will mean great leaps forward for the
in the context of a new economy or, in shorthan avy. Vice Admiral Cebrowski's idea of network
a F_eam-task-trusbusmegs parad!gm, Changecentric warfare shows persuasively how naval
military organization? Without trying to detail .o apilities will benefit. But beyond benefit,
outcomes, some obvious changes might b‘ﬁure and simple, are other potential impacts on

suggested, such as a general leveling %e Navy, and these need to be looked at.
authority and a necessary streamlining o

command hierarchies. It will simply not be
possible to maintain multiple layers of
management and organization when they are Navy identity was existentially shaped by
absolutely unnecessary and, in fact, destrogn independence of naval units from shore
battle efficiency. The Infosphere thus becomes§ontrol. This enforced autonomy defined a naval
a destroyer of intermediate levels of commandservice that was distinct not only from the body
Familiar, even comfortable, commandof a military organization ashore but also from
hierarchies will be brought down, for not onlythe entire social-administrative structure of
will they no longer be needed, they will actuallynational commang.The telegraph began a long
and materially impede the conduct of operationggrosion of this tradition. By the end of the 20th
Command to front line will be direct, century, navies seem no different from any other

instantaneous, and secure: no intermediatiomilitary units in the field. They are naval now
16

Military Societies Transformed

Relating to the Navy’s Unique ldentity



only in the sense that they operate ships at seéa.a physical world dominated by a cyber-world.
As the conduct of all military operations Certainly they will need the most robust
migrates to the Infosphere, some may say thakefenses. And they must be convincingly robust,
ships themselves have become even mongot just to adversaries but to naysayers in the
subsidiary to central military action. They will Defense world, the media, and Congress (but it
admit that ships remain essential as mobilenust be remembered that this is not a new or
weapons’ platforms, but a new Defense worlcespecially insurmountable problem; navies have
dominated by Infosphere operators may thinkbeen dealing with it since the advent of iron and
of these platforms as shooters only, a la the latsteamy® The ships, or at least some of them,
arsenal ship. And it will be hard to argue withmay also have to become smaller, stealthier, or
the new “info-warrior” class, for the Infosphere more deceitful: able to disguise themselves as
will have an ever-increasing capacity to achievesupertankers or commercial carriers.

a local battle picture without relying primarily
upon a ship’s onboard sensors and to make
tactical decisions without depending primarily
upon a ship’s own input. Call this the flip side
to the bonus network centric warfare brings the
Navy, but it must also be confronted.

What we regard as “world-class C4ISR”
today will be accessible by individuals,
not just states, and certainly, not just
great powers.

Relating to the Viability of the Ship Itself Relating to the Navy’'s Own Emphasis

The Navy will undoubtedly come under O" Strike Warfare

political attack because navies and their ships By stressing strike warfare and operations
always seem to come under political attack inn littoral areas, the Navy may be adding fuel to
times of great technological change. But thisasrguments that the Infosphere will diminish the
time, unlike earlier anti-Navy campaigns thatNavy identity. Strike warfare and littoral
focused on the “obsolescence” or “vulnerability”operations seemed a perfect way to enhance
of the Capital Ship, this political fusillade will Navy centrality in a post—Cold War world of
take aim at the ship itself. This in turn may fosteMajor Theater Wars (MTWSs). However, since
a broader, if softer, perception that the ship (anBesert Storm, the compelling possibility of
thus the Navy!) is a less valued element in thanother imminent MTW has declined. Strike
national arsenal. warfare becomes limited strike operations, and
This will be a perception that must belittoral warfare becomes peacekeeping
strongly countered because it will seem on theperations. The Infosphere’s rise lends historical
surface to make sense; because, in fact, the wofflorce to a canonical shift in the business of future
of the Infosphere will be a world exposed. Sensawar, as the Infosphere intrudes itself more and
nets will proliferate: almost all physical terrain more into human conflict and as the activity of
(as well as cyber-terrain) will be visible and ablehuman conflict itself migrates to the Infosphere.
to be tracked down, by almost anyone. Whatwe Look just at one dimension of the shift:
regard as “world-class C4ISR” today will betargets. The “target” came to define industrial
accessible by individuals, not just states, andar, but look now at how target “sets” change!
certainly, not just great powers. Infosphere targets may become the highest value
Today’s classic combatants, tracing theitargets in a world of highly select target sets.
lineage back to the beginning of this centuryNaval delivery of ordnance on these targets may
may have to change dramatically to stay viablstill, in this context, be the preferred delivery,
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but how does the Navy begin to redefine itselthe shooter, will always be a special problem,
the best delivery platform, especially if thatespecially when the shooting starts. A warship
platform differs fundamentally from traditional has no problem bringing sensors to the
Navy strike platforms? battlespace, nor has it a problem connecting
What the Infosphere’s emerging proponentsensor to shooter. Warships are packages. But
may argue is the metamorphosis of a navy dahere’s more than that involved. The Infosphere-
independently capable ships to a navy of highlgriven world will bring new challenges to
capable, but essentially weapons, platforms. Weituation awareness. Will we always be able to
said earlier that the Navy has been existentiallgetermine when information operations are
defined by the ship. If the Navy is to survivebeing conducted against us? New tools to assess
being “defined dowr® by the Infosphere, it the information environment will be needed, as
must adapt to the Infosphere in an existentiaill new ways of conveying situation awareness
way. This means that for the Navy to effectivelyto commanders.
respond to the Infosphere, it must do more than
simply add on, plug in, or upgrade Infospheresiyategic Robustness
features. Much more. The question of the Navy ) _ o
and the Infosphere is an existential question of 'alking about ship vulnerability is easy and
renewing the society of the ship, and of a sef@miliar; we have been doing it for centuries.
service. And although this may be a profoun(PUt talking about Infosphere vu_Inerabll!tles W!||
question, it is not necessarily an unbearablf® Ve€ry hard, at least until the first big
difficult question. nfosphere-centric war sorts things out. Our

The answer lies in (1) demonstrating Whyconfidence in the robustness of U.S. military
local, on-scene integration of .‘battlespacéa\ssetsintheInfosphere will be wholly untested.

awareness’ remains important, and (2) showinaes’ the Infosphere will be an intensely dense

how distributing Infosphere battle asset<and redundant network ecology, but the Defense

(through “Infosphere combatants™!) enhancednfosphere’s _ablllty to sustain a real-time
overall strategic robustness. battlespace picture and necessary target data

feeds will be unknown. We should not forget
that critical Infosphere assets may reside in fixed,
The question of the Navy and the  ground-based sites, at half a world’s remove
Infosphere is an existential question of  from American “shooters.” The ship, in contrast,
renewing the society of the ship, and of  remains a mobile sensor-shooter package, able
a sea service. to defend itself and synthesize its own battle
picture on scene. The ship retains the necessary
on-board skills to both back up and validate
locally the encompassing mosaic picture offered
We can imagine an Infosphere-driven worldby the Infosphere and its global galaxy of off-
where there will be sensors everywhere, antoard sensors. This will remain important
where galaxies of tiny sensor nets can be cabecause the larger Infosphere fire control
over any theatét. Tomorrow’s info-warriors will  environment may be vulnerable, both to sensor
certainly go even further than this, insisting thaind network degradation, and to sensor and
the Infosphere can integrate all local sensors ametwork deception.
effectively feed their data to local weapons But the ship offers more than tomorrow’s
systems. However, bringing sensors to théattle backup. The ship, like warfare clay at its
environment, and connecting sensors surely tmost plastic, can be molded anyway we want,

Integrated Battlespace Awareness
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not just in terms of HM&E, of course, but in at once marginal, like the hacker threat, and
combat system terms as well. The Navy can, if exist only at our sufferance. If we choose to
it wishes, mold tomorrow’s Infosphere pay attention, and “throw some resources at
combatant: a warship that exists authoritatively the problem,” it will go away. What we are
in both terrestrial and cyber-battlespace. If the sayingis that, in the world of the Infosphere,
Infosphere environment is without geography, it will not go away.

then anyone, anywhere can enter the Infosphese The end of assured U.S. battlespace control.
without regard to geography. This may suggest If anything, the sense of absolute control is
that military operations can conveniently be even great among strategic operators, who
centralized, or it may suggest just the opposite. cannot even begin to imagine that our future
Why must operations be orchestrated, and information grids might be limited,
command exercised, from top-heavy shore damaged, or even brought down by enemy
establishments? Why not now do these things action. But that is exactly the historical
from a node as efficient as a ship? The ship is, as prospect that the mature Infosphere holds out
always, the vessel of a Navy society reinventing to us, and a long-term strategic challenge that
itself, adapting as it has time and time again to the U.S. must face. That is exactly why
change on land, so it can still stay at sea. “dumb ships” (platforms than function only
in traditional “weapon space”) are dangerous
and why integrated and distributed
Infosphere-sensors-weapons platforms—
real warships, to us—will be needed in a
competitive Infosphere future.

If the Infosphere environment is without
geography, then anyone, anywhere can
enter the Infosphere without regard to

geography. » Military operations in the Infosphere will be
shaped by, and unfold within, the global city
AND ON PROFESSIONAL (MOCUT). Not only will U.S. military
INSTITUTIONS? operations be challenged in the Infosphere,

they will take place in a jostling, crowded,
Research and development institutions inthe  nojsy, and compromised social environment
national security arena, such as JHU/APL, will  that may be surprising, and even dismaying,
play a key role in assisting military societies’  jn its intimacy. U.S. forces will operate and
migration to the Infosphere. But the roles they  fight cheek-to-jowl with the world, not the
play in encouraging Defense adaptationto anew CNN broadcast world of Gulf War cliche but
world will be shaped first by the larger, and 3 far more intrusive audience of millions.
fundamental, shifts that the Infosphere willbring  Much military effort will go to masking the
to military operations and Defense concepts in - movement of U.S. forces, safeguarding their

their broadest sense. deliberations and throwing the scent off their
We have suggested that the maturing ltimate intent.

Infosphere could change our traditional notions o

of military operations and national Defense This is wh_at we mean by fundame_r_ltal

concepts dramatically. Specifically, thesecha_ng_es, the kind of_chan_ges that force military

canonical changes might include: SOC|_et|es to ao_lap_t existentially, because the very

reality they exist in has changed and because, to

 The end of a pristine military-information pe effective in this new human reality, the basis
environment. American Defense informationgf military identity must change too. Existential
“warriors” live today in a mental universe adaptation means that military societies must

of total, assured control. System threats arghink of themselves first and foremost as
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societies and not simply as organizationalnfosphere will transform people’s roles and
entities: relationships in Defense organizations. We have

« They should see the interplay of technolog)}reatecl some of thfese changes and would Iike_to
and society as the larger process of culturaﬁuggeSt one additional issue here: the pote_ntlal
change. |mpacF of th_e Infosphere on collaborative

 They should see social migration andanaly5|_s, design, development, a_ls_s_essment, and
reconfiguration, also, as a larger, adaptiv perational _support. Capabllltles_ of the
cultural process. They, too, will need to nfosphere will free teams from physical and

adapt, potentially changing basic buiIOIingorganizational “place,” allowing team_s to work
blocks within their societies, from t_oggthgr free fror_n the;e heretofore |mmu_table
organization, to people’s roles and!lmltatlons. While this allows_ th_e actlv_e
relationships, to management. involvement of world-class e_xpertlse in pursuing
rté\sks, use of the best available tools (such as
possible in intra- and international computer simulations), and access to the most
relationships, including fundamental COMplete and up-to-date dat?‘ (re_gardless of
changes in both the American and Worldwh(_ere these resources may reside), it alsq creates
systems. entirely new somal_and manag_ement Issues.
Addressing them will be essential not just to
The technology potential and challenges okffectiveness and efficiency but also to survival
the Infosphere in no way obscures the issue g the new world of the Infosphere. But given
the fundamental change it brings to institutionsihe staid character of many in the Government
and how our own organizations, as littleR&D community, and the inertia they can muster

societies, will eventually deal with the big to fight change, many may find this transition
change that is sweeping over all society. In thgifficult.

Defense world (itself only a subset of our larger
world), core change in military societies
becomes a cultural cascade, spilling down to
affect the life and roles of technical organizations | .,
with equal power, showing how the Infosphere Place.
brings corollary changes to technical societies.

Enterprises are already using _the Ir_lternet {® ONCLUDING COMMENTS
speed products to market by exploiting time zone
differences that allow virtual round-the-clock ~ The Infosphere promises to transform war,
development. For example, one company ha3ot by replacing battle as we know it but by
software written in India, which can be reviewedflding military operations into a new condition.
in the U.S. while the Indian developers aré/Ve use the word, “condition,” because the yet
sleeping at home. Work days can be stretche¢nveiled new war is more than a new
without resort to multiple shifts, still speeding €nvironment; itis a new experience, demanding
product development. Other companies are usirf§tally new mindsets and behaviors. That this
collaborative design and engineering on the Negondition is not visible makes responding to its
to improve product quality, putting their bestPossibility difficult. That this condition will
people on a project, and it doesn’t matter wher@merge from the larger society and its culture
in the world they live. only adds to the difficulty. We face a revolution

This kind of big change in the commercialin war that may equal or surpass the big change
world means change in other worlds too. So thé war brought by the Industrial Revolution, but

Capabilities of the Infosphere will free
teams from physical and organizational
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everything about this change makes it hard fostraightline-able, thanks to a stable technology
military societies to respond. context.

We can also say that when such a change Now think about a future military force for
comes, decisive response to it is essentiahn entirely different world. Take our whole
Adaptation is survival. So the big question forbundle of hypotheses and wrap them up in the
today’s Defense world should be: How do welnfosphere. What kinds of forces and capabilities
prepare ourselves for the change? How do wanight the U.S., or the whole U.S.-centric world,
learn to adapt, so that when the change come®r that matter, need in a world that does its
we can change too? business primarily in the digital ecosystem? The
straightline will not take you there, thank you;
to the contrary, you must break the line entirely
and start somewhere else on the chart. Or better
still, make a new kind of chart.

We face a revolution in war that may
equal or surpass the big change in war
brought by the Industrial Revolution.

What kinds of forces and capabilities

Fortunately, the big change hasn’t happened might the U.S., or the whole U.S.-centric
quite yet, so there is still time, though perhaps world, for that matter, need in a world
not a lot of time, to get ready. And fundamentally, that does its business primarily in the
adaptation is all about mental attitude. So in the digital ecosystem?
time remaining before the transformation,
military societies should concentrate their Finally, the future military force path helps
change efforts on changing their own attitudesis think. We know we face big change, so we
about change, rather than trying to makean't straightline. We don’t know where the
changes. Thinking, not action, is what is neededhange will take us, or when, or how, so we can't
now. actually plan an “Infosphere military force.” But

Why just thinking? Because open thinkingwe can describe a third path: that of a military
is probably the hardest thing for the Defenséorce for the time right before the change, the
world to do right now, before the change,‘cusp military force,” if you will. It is here that
because open thinking means being open to itsucial thinking must happen, because shaping
consequences. Everyone knows big changa military force for the time right before a big
doesn’t simply end the status quo; it can endhange means building in adaptability. Thinking
whole rice bowls, whole programs, wholethrough actual force planning in a time of
agencies, whole military services. Remembeextreme change is, ultimately, not just an
horse cavalry? exercise in thinking about how to adapt.

So how do we tackle thinking itself? We It is adaptation. It is the first step along the
suggest a mental exercise. Thinking about thpath to change. It is not necessarily the change
composition of our military forces is somethingwe would like, but it is the necessary change that
we all do. Perhaps we can approach thits the Navy continue. And by “continue” we
implications of big change by contrastingmean this: that the Navy gets to keep what it
possible future military forces. For example, ifvalues most—its identity, its very self—even as
big change was distant, a remote possibility irall the physical things around it swirl out of
time of social and technology stagnation, howecognition. But the Navy ensures its future only
would we approach building our forces for theif it confronts the Infosphere now. Because the
future? This is the easy part: threat analysissrisis of the Infosphere is but a few short years
external environment assessment, all reasonabdyvay??
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Appendix A
Infosphere Aspects — How and When?

Our discussion of the Infosphere and militaryhistorically brief, but can result in high growth
operations needs a suggestion of how and whenultiples in network and in throughput.
the Infosphere might actually emerge. WhaM
follows is our best sense of the next 10 yeargy
watching the Infosphere evolve, tracking its

development by using the six rEIevantthrough arrangements that piggyback off of

benchmarks shown below, the thresholds th%vilian investment, trading and swapping for

must be crossed for the Infosphere to rea”)bieces of the new architecture. Also, fearing

arrive. For each, we speculate on when (starting . - : L
. : eing left behind, explosive growth in civilian
from mid-1999), the factors involved, the g P g

. investment could spur competing Government
outcome of crossing the threshold, and th P Peting

- fhvestment.
military Impacts.

ilitary Impacts: Government spectrum offers
e potential for an enormous expansion of
military bandwidth. One path to expansion is

L Ecqnqmlc ba}rr.|ers' to !nfosphere entry 2. Majority participation in the

2. Majority participation in the Infosphere Infosphere

3. Bandwidth watersheds P

4. Processing watersheds When: 3 years

5. Business application watersheds Factors: (1) Personal computer penetration of

6. Dominant social acceptance/use threshold,onsumer market: low-end PCs (200+ MHz

Pentium) now crashed the $1000 consumer

1. Economic barriers to Infosphere “sweet spot” over 6 months ago, and PCs in the

entry sub-$600 and sub-$300 categories are driving

When: 2 years: based on industry ramp-up tooenetration now. This period may be even briefer
competition ’ than suggested here. PC penetration into the

home was forecast in 1998 as 53% by 2000; that
Factors: An awaited period begins in which the |eve| was reached in January 1999. The threshold
computer and telecommunication industries argyy creating Infosphere connection as a social
fused and recast. This distinct historical procesgorm ideally is about 70%, a market level
kick-starts a multi-dimensional, passionatelypossib|e a year or so thereafter(2) ISP
competitive information market—blurred, connection/fast modem costs should be roughly
chaotic, and with impacts much bigger than angqual to cable TV and TV purchase, i.e., ~$30/
possible in former markets. This is a high-month and $300-$500. In January 1999, AOL
intensity period of industry restructuring, announced a planned DSL service for $30/
characterized by massive investments and mamyjonth. Entering the Infosphere should be about
mergers. as demanding and stressful socially as, say, using
Outcome:All this activity and investment means @ VCR was in the mid-1980s. Then, people
equally high levels of bandwidth expansion. Likeloked, but people used.
19th century railroad boom periods, freneticOutcome: Hitting these thresholds creates, in
competition means very rapid growth of theeffect, a social realignment in society where
network. The peak energy period may benternet use is no longer for college kids and
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elite parents but something everyone does asnaust be said, finally, that for digital subscriber
normal part of everyday life. The ~30% of thosdines, the old telecommunications giants have
not using will have made the decision to stayeen very less than agie.

behind or will be buying and using very S00N.y ) tcome: Supports full-motion, high-quality

Infosphere use as a norm means that it transla Rleo (30 frames/second); permits smooth
Into a ?omal pressure that only adds to It%ielivery and seamless integration of real-time
momentum. virtual environment update packets to the user.

Military Impacts: Once the public passes thepjlitary Impacts: Civilian expansion
social threshold of majority use, the military will yigqyhacking plus USG backbone investments
accelerate toward more emphasis on the largetoy g mean mega-mip bandwidth for all military
public network. This will be because (1) this will gctivities—a capacity that in itself will encourage

be where the information is, and the high-valugy|ution of the Grid into military Infosphere turf.
economic activity, and the “bad guys,” and (2)

this will be where most service personnel are _
hanging out, both in their job and off duty. ~ 4. Processing watersheds

When: 5 years

3. Bandwidth watersheds Factors: (1) Multi-processing/1000 MHz as the
CPU low end (based on long-established trend
lines, now apparently continuing, unabated, with
Factors: An aggressively competing mix of copper in the chip). (2) Modern, stable, multi-
xDSL (@~1.5 mbps), cable modems (@3-1Qhreaded, multi-tasking operating systems;
mbps), and wireless (@~1.0 mbps). The era afinux, OSX, NT 5 replace OS crop with roots
56K and ISDN will be essentially gori¢. in the computing world of the late-1979s.

Network access will be closing in on universal,Then, a second iteration of these will be needed,
a faster ramp-up—because of competition—thathis time emphasizing ubiquity of

introduction of cable T¥. Forecasts peg XDSL communication and interoperability in the
subscribers at just under 3 million by 2003, withinfosphere: everything talks to everything! (3)
6.2 million cable modem households. TenDesktop metaphor goes away, with its keyboard-
million subscribers would be only a fraction of centric, office origins; replaced by metaphor of
online households, the narrowness of the slicglace, through which user moves as walking,
being driven in large part by people’s currentlyor in flight. (4) This transition actively
expressed aversion to pay more for broadbandncouraged by appearance of mature, ubiquitous
Current data show that only 10% of today’s3D visualization tools, integrated within the OS
online households would be “very likely” to pay and its application suites. The Internet becomes
$40/month for high-speed access, while 25% say place, with the PC box or HDTV as its
they would be “somewhat likely.” That 10% ties gateway; the Internet thus shape shifts into an
in nicely with current projections on broadbandinfosphere, where the PC-space defines a
market penetration. It must be stressed, howevejersonal reception area, ante-chamber, or lobby
that AOL's announced lowering of the bar (tofor the user, connecting the user’s private space
$30/month), and historically decreasing(office, lounge, etc.) with the outside
bandwidth costs, could change the collectivginfosphere) world. (5) Software engines that
mind very quickly. Add to this the potential represent users as virtual humans, rather than
appeal of a high-speed connection once somgude avatars, will be widely available. Full-
people in every neighborhood have it. And itframe, streaming video will be the standard.

When: 3-5 years
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Outcome: People will be able to enter and moveThe corporate intranet is also rapidly becoming
easily within the newly created place. Users wila productive avenue for connecting to
also be able to meet others easily in theustomers—through enterprise extranets. The 7-
Infosphere or receive them in their personayear benchmark is based on 70% of corporate
spaces. The use of virtual human representatiobusiness occurring on the intranet and 50% of
although available, may not gain immediateexternal business on corporate extraffets.

popularity. It will be far easier for peo_ple_ to Outcome: (1) Business use established the
accept the Infosphere as a place than it will bﬁwternet-lnfosphere as a compelling and

for the_m to accept dlgltal_emlssarlm/@tars attractive place. It also creates certain market
as socially adgquate su_bstltutes for their m"?‘Sterl%omentum, as millions who work daily in high-
re_al p_eople It IS more likely that high-quality, bandwidth offices begin to want the same when
big-window video will remain the norm for they get home. (2) Business use of the Infosphere
several years. also creates a compelling model for non-business
Military Impacts: The “placeness” of the applications and legitimates an aggressive
Infosphere will affect military society in several migration to Infosphere by groups and
ways. (1) The Infosphere will cease to be anstitutions that otherwise might have been very
medium for select and specialized “info-reluctant emigres. (3) Business use is also social
warriors”; everyone can go there. (2) The way iuse. Business exchange and interaction in
is used by military groups, and the scope ointranet and extranet is creating the parameters
operations conducted there, will grow as mordor productive social connection there.

and more of the public world’s activities migrate

ther_e_. (3) B(_ecause the net\_/vork 'S avallabl_e tf&roductive social exchange and interaction in the
all, itis possible to offer equivalent mforr_n_atlon Infosphere will be adopted by military society.
sets at all command levels. Trad't'on"’llg::ilitary education will model itself on civilian

Military Impacts: Civilian models for

hlerarchlesl aréd wr?yst of d?'nlg. l]?usm(i_ss wil niversity patterns in the Infosphere; research
encourage leadership to controfintformation ang, .y 445 will follow those pioneered for general

gccesi, bult, ]:fn f?Ct’ the o_[l)lposn_e V\;:” OCCEruse in the Infosphere; military work patterns will
perational efiectiveness will require nierarchye ., 15 follow the most successful models in

downsizing, especially in military middle civiian enterprise. All of these changes in

mhan_agement. It will alsdolreqluwe more Info'aggregate will mean potentially fundamental
sharing across command [evels. changes in military society itself.

5. Business application watersheds 6. Dominant social acceptance/use
threshold

When: 10 years

When: 7 years

Factors: Infosphere growth is being driven by
business utility. The rapid growth of enterpriseFactors: When primary/secondary education
intranets is a result of the immediate productivitpecomes routine in the Infosphere (following its
gains they offer. But as high bandwidth becomegevelopment in the university); when the typical
the norm in business, before it is available t@ffice environment is now defined as an
the consumer, its ability to achieve instant, longinfosphere office (local physical offices will
distance, distributed social connection willincreasingly occupy a declining social status,
encourage enterprises to do more and more afmost as part of a bygone era); when most
their internal business in the intranet Infospherecommerce and shopping occur in the Infosphere
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(including groceries and other rapid-delivery,altered radically. Fewer physical bases are
low item value consumer markets); when allneeded. (2) “Bad guys,” along with everyone
research-oriented communication and datalse, now can aspire to potentially world-class
inquiry happens in the Infosphere. C4ISR, as it was understood in the late-1990s.
U.S. C4ISR must now recreate itself at a much

likened to a great, historical migration_hlgher level of security. Security becomes the

Traditional places do not go away but rathermain _effort. Active military operatio_ns o ensure
are integrated into a new environmental tapestr ffective and secure U.S. C4ISR will be ongoing,

in which the Infosphere represents the premie t potentially demanding levels. (3) US miIitgry
place, the place of high value and high Status_personnel are, like the rest ofAmgrlcan _souety,

integrated personally and professionally into the
Military Impacts: (1) Military society migrates global Infosphere. They are now at risk of casual
also to the Infosphere, where most commandnd directed attack, wherever they are, all the
management, military education, and militarytime. Defensive and offensive operations in
intelligence now take place. Concentrateqjefense of our military people will absorb an
military office complexes are no longer neededincreasing share of investment and energy.
and personnel and logistics management is

Outcome: The social-cultural flow can be
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Appendix B
JHU/APL and the Infosphere — Selected Items

Leaders at The Johns Hopkins Universityoperations and organizational structures could be
Applied Physics Laboratory (JHU/APL) beganexplored. The April seminar was followed by a
to wrestle with Infosphere implications in earlyseminar for JHU/APL cyber-specialists in May.
1997. They could see first-hand how Cooperative These seminars developed many insights,
Engagement Capability (CEC), which JHU/APLboth about military operations and about JHU/
helped pioneer, is changing naval operati8ns.APL's own functioning. They underscored
Some from JHU/APL had also taken part in thehe importance of working in an Infosphere
Advanced Battlefield Information Systemsenvironment. An Infosphere-engaged workforce,
(ABIS) Task Force? which raised proto- and deft leadership, will increasingly determine
Infosphere questions. Their growing awarenes3HU/APL’s value to the Defense community. Any
led them to support an Infosphere Seminaeffective research and development organization
Project early in 1997 to think most broadly abouwill have to have Infosphere compatibility in its
what the future might bring. This project’s verypolicies, organizational and environment.
design was to expand on issues already JHU/APL has shared its insights from the
addressed by network centric warfare analysdafosphere Seminar Project seminars with others
and publications to bring out the full range ofin the Defense world, beginning with Infosphere
possible Infosphere implications for the Defensasessions at the Naval War College (November
world. 1997) and at the Joint National Test Facility

The Infosphere Seminar Project began witf{December 1997), and carrying on with this
a seminar for JHU/APL leadership in April 1997report. JHU/APL continued its exploration of
that had three objectives: (1) identification ofinfosphere implications by the Cyber Tech
Infosphere technology implications; (2) Seminars that started in the spring of 1998. In
identification of Infosphere technology these seminars, leaders from various information
opportunities; and (3) implications of Infosphereenterprises shared their visions of the future in
Operations and Infosphere Warfare. Two genergdublic forums and discussed their implications
scenarios offered an operational context fom seminars with their peers. Materials generated
discussion: (1) a precision strike mission in &y the sessions can be accessed via the
peace-keeping mission, and (2) power projectio@yber Tech Seminar button at the bottom of the
operations in a major regional conflict. ThreeJHU/APL external home page (URbttp:
Infosphere variants were considered. These wefavww.jhuapl.edu/) or accessed directly at the
designated as (1) Maxed-out World Wide WellCyber Tech Seminar Web site (URhttp:
(WWW+), (2) Global Information Infrastructure //www.jhuapl.edu/cybertech). The topics and
(GlI), and (3) Byte City. They defined a rangespeakers of the first series of Cyber Tech
of possibilities in which the impact on military Seminars are shown below.
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CT-1 (April 8, 1998) Cyber Threats and
Information System Security Semina r

Special Agent James V. Christy, IV (IPTF/AFOSipw
to Protect Your Infrastructure from Information
Attacks

Mr. Keith Rhodes (GAO)Computer Security Issues &
Year 2000 Issues

CT-2 (June 30, 1998) Building the Cyber
Place: Internet Bandwidth & Architecture
Issues

Dr. Stephen Wolff (Cisco Systemdjaking a Guess at
Tomorrow’s Internet

Tim Regan (Corning, Inc.Fiber Optics

Greg Gum (U S WEST, MegaBIT Servige$he

Mr.
Mr.

Future of Broadband Technologies: An xDSL

Perspective

Douglas Dillon (Hughes Network Serviced)he
Future of Satellite Communications in the Digital
World

John Montjoy (GTE Internetworkingummary
Comments

Mr.

Mr.

CT-3 (August 6, 1998) A New Window on the
World

Dr. James Gosling (VP/Fellow, Sun Microsystems Chief

Scientist, Java Softwarg)AVA, Building a Connected
World

Dr. James Waldo (Jini Architect, Sun Microsystems)

Decentralized Control in a Federated Network

Mr. Alex Cone (President, Director of Sales, CodeFab),

CodeFab

Mr. George A. Spix (Chief Architect, Consumer Platforms

Division, Microsoft Corp)Concluding Remarks

CT-4 (September 25, 1998) Connecting the
World

Mr. Mark Kusiak (Technical Director, Advanced
Programs, Lucent Technologie®erspectives on
Networking Bandwidth

Mr. John Bowles (President & CEO, ADVOCAST) & Mr.
Eric Keith (Vice President, Sales, ADVOCAST),
ADVOCAST, The Advocacy Network

Mr. Carl M. Ellison (Senior Security Architect, Intel
Corporation)Raising the Security Bar

Mr. Charlie Robertello (Vice President, Mid-Atlantic
Region, SecurelT, Inc. [VeriSign Inc.]Network
Security Solutions

27

CT-5 (November 13, 1998) The New Cyber
Landscape

Dr. David S. Ebert (Professor, Computer Science &
Electrical Engineering Department, University of
Maryland, Baltimore County)Perceptually
Motivated Information Visualization

Mr. Sherman Woo (Director, U S WEST's Global Village
Media Center)imagineering Cyberspace

Dr. Andrew Hunt (Staff Engineer, Speech Applications
Group, Sun Microsystems LaboratorieAVA
Speech API

Dr. W. Bruce Croft (Professor, Department of Computer
Science, University of Massachusetts, Amherst),
Information Retrieval in the 21st Century

Dr. Stephen G. Eick (CTO, Visual Insights, Lucent
Technologies)information Visualization

CT-6 (February 9, 1999) Making It Happen:
High Performance Computing

Dr. Thomas Sterling (Senior Scientist, NASA Jet
Propulsion Laboratory}srom Toys to Teraflops: The
Emergence of Commodity Supercomputing

Dr. George Paul, Jr. (IBM Thomas J. Watson Research
Center),Deep Blue: Chess Rematch

Dr. Jayadev Misra (Professor, Dept. of Computer Sciences,

University of Texas at Austin;omputing on the
Internet: Concurrency, Distributed Objects and Safety
Guarantees

Dr. John D. McCalpin (Principal Scientist, System

Architecture Group Silicon Graphics Inc.).

'Dr. Paul Messina (Senior Advisor, Department of Energy

Accelerated Strategic Computing Initiative [ASCI]),
Ushering in the Era of Terascale Scientific
Simulations
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emphasizing this point. At the Third Combat INFOSEC
In a prepared statement before the Senate Governmental Symposium (March 1998) one speech noted that the
Affairs Committee, Washington, D.C., June 24, 1998, pefense Information Infrastructure (DII) can be

Lt. Gen. Kenneth A. Minihan, Director of the National isolated neither from the National Information

Security Agency (NSA), emphasized that the U.S. must  yrastructure (NIf) nor from the much larger Global
regard the threat of cyber attack with the same degree |nformation Infrastructure (GlI). Recent testimony by
of intensity as it viewed the potential nuclear threat ihe DoD Chief Information Officer (Arthur Money)
during the Cold War kttp://www.defenselink.mil/ and Deputy Defense Secretary John Hamre to House
pubs/dio8/di1343.htmb. A similar perspective is  Armed Services Committee Procurement and R&D
reflected in the phrase, “Weapons of mass disruption  gypcommittees emphasized that the DIl must be
will rival weapons of mass destruction”—a sort of  egtryctured into a defendable Global Networked
hortatory banner at the Information Operations |nformation Enterprise, Daniel Verton, “DoD
Technology Center (IOTC), an organization sponsored Revamping Massive Information Architecture,”
by both the Defense Department and the Intelligence pFegeral Computer WorldL March 1999.

Community. This phrase might be likened to an early s \jichael Viahos. “The War After Byte City,”
battle cry of the digital warrior. Similar sentiments are  \yashington Quarterlypp. 41-72, Spring 1997.
reflected in the May 1998 Presidential Decision s jonn Langton and R. J. Morris, edan Atlas of
Directive (PDD) 63 on protection of the nation’s critical Industrializing Britain 1780—1914ethuen, 1982.
infrastructure. 10 For testimonials to the brief heyday of the elite “cyber-
Throughout this report we use “network” as a shorthand - community” see Howard Rheingold and John Perry
for the entire spectrum of advances in information g4/ ow “Community in Cyberspace®tne Reader
technolo_gy (computer hardwgre, software, and all kinds pp. 51-64, March—April, 1995: for a look at the much
of associated devices, e.g., displays, cameras, speakers)more demotic and commercial-centric online gathering
as well as advances in communications, switches, and places of today, see Robert Hof, Seanna Browder, and
network architecture that could make the capabilities  peter Elstrom. “Internet CommunitieBisiness Week
sketched here, reality. pp. 63-85, 5 May 1997.

Thinking of a human network, integrating people ancii From NUA Internet Surveys: “Email users are expected
their activities, as an ecosystem, is a metaphor first 14 gouble between now and the year 2000, surpassing
bequeathed to capitalism by Michael Rothschild in e 108 million mark. These users are expected to
Bionomics New York, Henry Holt, 1990. The  (gceive more than 7 trillion messages per year.”
ecosystem metaphor has been picked up by leading <http://www.nua.ie/surveyshb.

military thinkers in this domain. See Vice Admiral 12 parc Saltzman “Super Gameshe nef pp. 21-40
Arthur K. Cebrowski and John J. Garstka, “Network  aygust 1997; Richard C. Waters and John V. Barrus,
Centric Warfare: Its Origin and Futur&aval Institute “The Rise of Shared Virtual Environment$EEE
Proceedingspp. 28-35, January 1998. This modem  gpectrump. 25, March 1997: or, for a flavor of life
variation on the classical comparison with Nature can among the Quake Clans, sefttg://192.41.38.217/

be appealingly pasted onto the Infosphere, like an hepress/index.htm#Player Profiles or <http://
Amazon in the ether—a complete world, from silicon jord.sbc.edu/dragon/frames.htre.

fiber substrate to digital canopy. o 3 That these concepts would come to define us in the
Military societies are beginning to take this view also. Infosphere is an argument made most forcefully in a
See Rear Admiral Robert M. Nutwell, “IT-21 Intranet lyrical passage from Peter HubeGrwell's Revenge:

Provides Big ‘Reachbacks,”Naval Institute The 1984 PalimpsesThe Free Press, pp. 171-181,
Proceedings pp. 36-38, January 1998. However, 1gga.

economic advantage has not always driven the evolving The European Union Privacy Directive, for example,

Infosphere. Initially technology drove its roots for a o g effectively create a powerful nontariff trade
couple of decades after initiation of the ARPANET,  parier for e-commerce between the U.S. and the

and it is unclear what may drive a more fully developed European Union. See Peter P. Swire and Robert E.

Infosphere, as we show later. Litan, “None of Your Business: World Data Flows,
The underpinnings of American ethos are treated gjectronic Commerce, and the European Privacy
authoritatively in Rodney Star&ociology 6th Edition, Directive,” Brookings, 1997.

Wadsworth, 1995. <http://www.acs.ohio-state.edu/units/law/swire1/

Richard A. BarrettCulture and Conduct: An Excursion noyb.htm>.
in Anthropology Wadsworth, 1984.
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15 History is replete with technical and social examples* Libicki, op cit, p. 33.
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of backward movement, from the loss of Aristarchus’®
heliocentric view that Copernicus rediscovered nearly
two millennia later to China'’s rejection of European
industrial technology in the 19th century.

Details about the GII may be obtained from the Gl
website dttp://www.gii.org:80/index.html>. It is a
“politically correct” expectation of the future, with its
familiar National Information Infrastructure (NII) and
Defense Information Infrastructure (DII) elements.
Why would the U.S. give in to European plans to turn
the Infosphere into a highly regulated environment?®
Because the U.S., especially its still-traditional Cold
War establishment in Washington, fears loss of
leadership. Major clashes loom between U.S. instincts
to keep the Internet a totally open system and
determined European Union plans to run the emerging
Infosphere as tightly as French cheese. Successivé
trade/regulatory wars could be seen as eroding
American leadership in Europe over time. Today’s
Washington establishment places supreme store in
preserving American military and political
chieftainship. It might accept European Union Internet
regulations in return for law enforcement/national
security control of the Infosphere. Encouraging this is
a trend within the Cold War establishment for assessingf
new threats in the Infosphere itself. Terrorism and
international crime are seen as tomorrow’s threat
growth areas.

Relative to the Byte City concept, seétip://
www.usic.org/infosphere>.

ABIS Task Force Report, 1-1. The 1996 Advanced
Battlefield Information Systems (ABIS) Task Force
<http://www.cs.tamu.edu/zhao/abis/abis.htm>vas

a study sponsored by the Director of Defense Research
and Engineering (DDRE) and the Director, Command,
Control, Communications, and Computer Systems (J6)
of the Joint Chiefs of Staff. The charter of the ABIS
Task Force was to stake out the technology demanded
by Joint Vision 2010.

Vice Admiral Arthur K. Cebrowski and John J. Garstka,
“Network Centric Warfare: Its Origin and Futur&lS
Naval Institute Proceedingpp. 28—35, January 1998.
Martin Libicki, “The Intersystem: or, The RMA
Reified,” National Defense University Institute for 2°
National Security Studies, Draft Veersion 0.5, May 1997.
There are antique harbingers of this. During Desert
Storm, in the floppy era, at least one military computef®
was infected by a computer virus that decreased its
military utility because military personnel inserted an
infected disk into the computer to play a computer gameé*
This assumption is nicely presented in John Garstka?
“The Emerging J-6 Strategy for Information
Superiority,” J63-S&T, “beta version.”

29

It will probably be impossible to fully support all
military functions with a dedicated, all-military
network, especially if logistics are included, given the
dependence of military logistics upon civilian systems.
Those nonmilitary aspects of the network would
become vulnerabilities that an astute adversary might
exploit. It makes little difference whether supplies fail
to reach military commanders because the adversary
has bombed a bridge or because adversary information
operations have gridlocked the transportation system.
Space does not allow a full description here of future
C4l for small nations, subnational entities, non-
government organizations, or individuals. However, the
Infosphere’s clear potential to eventually offer these
capabilities widely means that this possibility should
be given serious consideration.

This is a play on acronyms, but also a reminder of how
quickly basic doctrinal emphases can change. MOUT
(Military Operations in Urbanized Terrain) emerged
out of the Vietham War’'s wreckage of American
military thought and the search for a meaningful
doctrine of war. This culminated in the later 1970s in
the creation of Field Manual 100-5. MOUT was an
integral component of a new conceptual focus on war.
Carl H. Builder, “The Masks of War: American Military
Styles in Strategy and Analysis,” A RAND Corporation
Research Study, The Johns Hopkins University Press,
1989. Builder makes the point well: “Tradition has
always been an important part of military life, but the
Navy, much more than any of the other services, has
cherished and clung to tradition. . . . the Navy looks to
its traditions to keep it safe. If tradition is the altar at
which the Navy worships, then one of the icons on
that altar is the concept of independent command at
sea, which, like the Holy Grail, is to be sought and
honored by every true naval officer. . . . Independent
command of ships at sea is a unique, godlike
responsibility unlike that afforded to commanding
officers in the other services. Until the advent of
telecommunications, a ship ‘over the horizon’ was a
world unto itself, with its captain absolutely responsible
for every soul and consequence that fell under his
command.” (p. 19).

Michael Vlahos, “A Crack in the Shield: The Capital
Ship Concept Under Attack: 1885-197he Journal

Of Strategic Studied.979.

As used famously by Senator Daniel Patrick Moynihan
in his philippic,“Defining Deviancy Down,Miles to

Go: A Personal History of Social Polic997.

Martin Libicki painted this picture several years ago.
Two appendixes complete this report. The first explains
when and how we believe various aspects of the
Infosphere will manifest themselves. The second
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provides information about JHU/APL and the 38
Infosphere.

“Lower Priced PCs Hit the ‘Sweet SpotWall Street
Journal, 12 September 1997. Two-thirds of U.S.
households will have internet access by 2003,
according to research by the Yankee Group
(<www.yankeegroup.com/yg.nsf: “Consumer
Demand for Internet Access Booming,” 23 March
1999).

U.S. West has already offered xXDSL connections in 40
cities in the Western U.S. Cable modem bandwidth is
shared, so that typical throughput averages in the
1.5-3 mips range. 39
From discussions among industry leaders at a summer
conference held in Aspen, Colorado, Cyberspace and
the American Dream |V, 15-17 August 1997.

Louis Trager, “Broadband Disappoints Customers,”
Interactive Weelp. 8, 7 December 1998; Carol Wilson
and Louis Trager, “High Speed Data Deliverance: Is It
Do or Die In 99 for ADSL?,Interactive Weelp. 53,

1 March 1999.

“The Media OS,” Technical White Paperhtip://
www.be.com/products/beos/mediaos.html
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From NUA Internet Surveys: “An International Data
Corporation market research survey of 175 large
companies reports 46% are planning to employ E-
commerce on their Internet web sites [22 May 1997].
ZDNet reports that Forrester Research predicts business-
to-business commerce will grow three times faster than
business-to-consumer commerce. CommerceNet
predicts business-to-business transactions will represent
25% of all Internet commerce by 2000. A 1997 FIND/
SVP survey indicates 60% of all business users get onto
the Web every day [20 May 1997].”http://
www.hua.ie/surveys.

“The Cooperative Engagement Capabilityghns
Hopkins APL Technical Digesitt(4), 377-396, 1995.

As noted earlier, the 1996 Advanced Battlefield
Information Systems (ABIS) Task Forcéntp://
www.cs.tamu.edu/zhao/abis/abis.hte was a study
sponsored by the Director of Defense Research and
Engineering (DDRE) and the Director, Command,
Control, Communications, and Computer Systems (J6)
of the Joint Chiefs of Staff. The function of the ABIS
Task Force was to explore technology expected for and
required by Joint Vision 2010.
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